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Understanding NIS2 Directive



Who NIS2 Impacts

Critical Infrastructure Sectors
NIS2 covers essential sectors such 
as energy, transport, banking, health, 
and public administration, ensuring 
their digital resilience.

Manufacturing and Services
Important entities in waste 
management, food production, and 
critical manufacturing are also 
required to comply with NIS2 
regulations.

Digital Service Providers
Digital infrastructure, including cloud 
computing, data centers, and 
managed service providers, must 
follow NIS2 security requirements.



Key Compliance Requirements



Microsoft Enabling NIS2 Compliance



 Microsoft 365 Business Premium + E5 Security Add-On

Target Audience: Small to medium-sized businesses (up to 300 users)

Base Features in Business Premium:

Microsoft 365 Apps (Word, Excel, Outlook, etc.)
Microsoft Entra ID Plan 1 (basic identity protection)
Microsoft Intune Plan 1 (device and app management)
Microsoft Defender for Business (endpoint protection)
Microsoft Defender for Office 365 Plan 1 (email protection)
Microsoft Purview DLP for email and files 

E5 Security Add-On Includes:

Microsoft Entra ID Plan 2: Adds risk-based conditional access, PIM (Privileged Identity Management), access 
reviews, and entitlement workflows 
Microsoft Defender for Identity: Detects identity-based threats across hybrid environments 
Microsoft Defender for Endpoint Plan 2: Adds threat hunting, live response, and IoT device protection 
Microsoft Defender for Office 365 Plan 2: Includes automated investigation and response, attack simulation 
training, and threat analytics 
Microsoft Defender for Cloud Apps: Monitors SaaS usage, detects shadow IT, and enforces app governance 
Microsoft Defender for IoT: Protects enterprise IoT devices 



 Microsoft 365 E5 (Full Suite)

Target Audience: Large enterprises or organizations with complex needs

Includes Everything in Business Premium + E5 Security, plus:

•Unlimited users

•Advanced compliance tools: Microsoft Purview Information Protection, Advanced eDiscovery, 

Advanced Audit, Records Management

•Insider Risk Management & Communication Compliance

•Power BI Pro: Advanced analytics and data visualization

•Microsoft Teams Phone Standard: Cloud PBX and audio conferencing

•Expanded Teams meeting capacity: Up to 1,000 participants



Service Summery

M365 & E5 Sec Add-on M365 E5

User Limit Up to 300 users Unilimited

Security Advanced (via add-on) Advanced

Compliance Basic Advanced

Analytics Not included PowerBI Pro
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